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 Traditional attendance systems often encounter challenges related to 

efficiency and accuracy. This research proposes an innovative solution 

by developing an intelligent attendance system incorporating facial 

recognition technology with anti-spoofing features, using the Haar 

Cascade Classifier as the core detection algorithm. The system 

addresses the inefficiencies of conventional attendance methods by 

ensuring accurate tracking and preventing fraud through reliable facial 

identification. The system utilizes image processing techniques to 

detect vital facial features, leveraging the Haar Cascade Classifier for 

robust and efficient facial recognition. The proposed method achieves 

an impressive average accuracy of 98.90% in attendance tracking, with 

confidence levels consistently exceeding 80%, ensuring precise 

identification and mitigating common errors. In addition to high 

accuracy, the system efficiently logs and verifies attendance, providing 

rapid results. Beyond its technical advantages, this research 

significantly contributes to developing more innovative attendance 

systems by enhancing accountability and promoting discipline among 

educational staff. Moreover, implementing this system at STMIK 

IKMI Cirebon showcases its potential to improve attendance 

management and evaluation across academic institutions. The study 

highlights the benefits of incorporating face anti-spoofing technology 

into attendance systems. It paves the way for broader applications in 

automating administrative tasks and ensuring data integrity in 

educational settings. 
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1. INTRODUCTION 

The management of educational staff attendance within the university environment is a crucial aspect 

that demands particular attention to efficiency, accuracy, and transparency [1],[2]. While traditional attendance 

systems have been commonly utilized, the complexity of modern higher education necessitates a more 

sophisticated and responsive approach. The use of information technology (IT), particularly in the context of 

facial recognition and anti-spoofing technology, presents an innovative solution to address these challenges 

[3]. Previous research, such as the work by Septyanto et al. (2020), implemented facial recognition attendance 

systems using the Haar Cascade Classifier to improve upon fingerprint-based attendance systems. Their study 
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highlighted the limitations of fingerprint systems and achieved a recognition success rate of 87%, although the 

system struggled under certain lighting conditions and with facial accessories [4]. Similarly, Susim and 

Darujati (2021) applied image processing with Eigenface and OpenCV to achieve a recognition rate of 85%, 

but their method was constrained to identifying faces within a predefined database [5]. Another study by Fadli 

and Desmulyati (2021) explored the use of Haar Cascade Classifier for face detection in an educational 

environment, achieving an accuracy rate above 50% [6]. In contrast, this research introduces several 

advancements to existing methods. The implementation of anti-spoofing technology adds an additional layer 

of security that previous studies did not incorporate. Additionally, by integrating the Haar Cascade Classifier 

with the Adaboost algorithm, this study enhances detection accuracy, achieving a significantly higher average 

accuracy rate of 98.90%. This marks a substantial improvement over the baseline studies mentioned, 

particularly in addressing issues related to lighting and facial accessories. The combination of facial recognition 

and anti-spoofing further ensures the reliability and integrity of attendance data, offering a robust solution for 

educational institutions. 

Fundamental issues in attendance management encompass low efficiency and vulnerability in manual 

recording systems, which tend to be error-prone and less responsive to the dynamics of modern educational 

institutions [6]. These traditional systems no longer suffice in meeting the needs for accurate, efficient, and 

responsive attendance recording amidst the changing scale of higher education institutions [3],[7]. The 

objective of this research is to develop and implement an intelligent attendance system based on facial 

recognition technology with anti-spoofing using the Haar Cascade Classifier method [8],[6]. This study focuses 

on recording the attendance of educational staff within higher education institutions, aiming to enhance 

efficiency, accuracy, and responsiveness to the dynamics of modern academia [6]. 

This research approach applies the Haar Cascade Classifier method for facial recognition in a facial-

based attendance system, complemented by anti-spoofing techniques. This approach breaks down the facial 

detection process into a series of complex stages to improve efficiency and speed. By training the classifier 

using positive and negative facial images alongside the Adaboost technique, detection accuracy is heightened 

[9]. The integration of anti-spoofing validates facial authenticity, adding a layer of security to the recognition 

process. The result is swift, efficient, and secure facial recognition, supporting the practical management of 

educational staff attendance  [3]. The research findings indicate that the implementation of a facial recognition-

based attendance system with anti-spoofing using the Haar Cascade Classifier method achieved an average 

accuracy rate of 98.90%. The implemented facial recognition technology ensures reliability and accuracy in 

attendance recording. Confidence levels above 80% indicate a meticulous facial identification process, 

successfully overcoming various challenges and instilling confidence in attendance data integrity. Furthermore, 

this research stimulates further debate and collaboration in the field of facial recognition technology at STMIK 

IKMI Cirebon, with the potential to generate better and more reliable innovations in attendance management 

within this institution. Overall, this study holds significant importance in developing the understanding and 

application of facial recognition technology in attendance management at STMIK IKMI Cirebon. 

 

 

2. THEORETICAL BASIS 
 

2.1 Haar Cascade Classifier 

The Haar Cascade Classifier is a pivotal tool in computer vision, employing a machine learning-

based approach for image object detection. Operating on a principle of analyzing distinct features 

organized as rectangular regions at varied scales within an image, its efficiency stems from an algorithm 

designed for swift processing [10],[11],[12]. This technique's success lies in its ability to efficiently 

recognize patterns, making it ideal for identifying facial features within images. 
 

2.2 Anti-Spoofing 

In the realm of facial recognition, anti-spoofing safeguards systems against deceptive attempts 

using counterfeit images or videos. It encompasses multifaceted techniques such as liveness detection, 

texture analysis, and motion detection to discern and thwart such fraudulent endeavors [13], [14]. The aim 

is to ensure the system's robustness against falsification, maintaining its integrity and reliability in 

authenticating individuals. 
 

2.3 Python 

Python stands as a versatile programming language, widely adopted in diverse domains, notably in 

machine learning and computer vision. Its comprehensive libraries and frameworks, notably OpenCV, 

empower the development of intricate face recognition systems, leveraging its simplicity and efficacy [15], 

[16],[5], [1]. Python's readability and extensibility make it an optimal choice for implementing complex 

algorithms required for facial recognition tasks. 
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2.4 OpenCV 

OpenCV an acronym for Open Source Computer Vision Library, serves as a robust open-source 

software library for computer vision and machine learning applications. Equipped with an array of tools 

and algorithms, it facilitates image processing, including vital functions like face detection and 

recognition. This capability is pivotal in constructing intelligent attendance systems that rely on facial 

recognition for identification and authentication purposes [15], [1], [8]. 

 
 

2.5 Flask 

Flask a Python-based web framework, offers a platform for creating web applications. Within the 

context of a smart attendance system, Flask's utility emerges in crafting user-friendly web interfaces for 

managing attendance data and facilitating seamless interactions with the system. Its simplicity and 

scalability enable the creation of intuitive interfaces for efficient attendance management [3]. 

 

3. METHOD 

The research stages used in developing an attendance system using facial recognition technology and 

anti-spoofing are: 
 

3.1 Data Collection 

The data for the attendance system development was collected by sampling facial images of 

educational staff at STMIK IKMI Cirebon, who were the subjects of the study. Image capture was 

performed using a camera integrated with facial recognition software. The data collection process involved 

automatic imaging of 100 pictures for each user. This method serves as the primary foundation in building 

and testing the reliability of the ongoing development of the attendance system. 

 
Figure 1. Example of image acquisition results 

 

3.2 Pre-processing of Data 

The image processing within the system involves a series of steps, including image normalization, 

facial detection, and elimination of images that do not meet the criteria. Typically, RGB format images 

have a bit depth of 24, with each color channel (red, green, blue) utilizing 8 bits. Conversely, grayscale 

images often have a single-bit depth, commonly 8 bits [17], [18],[19]. This distinction is crucial as it 

signifies the complexity of color information processed within the system. Each image measures 300x300 

pixels, stored with the name 'image_id' and ordered according to their sequence, such as image 1.1. 
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Figure 2. Example of image processing of data 

 

3.3 Development of Facial Recognition Model 

The research methodology for face recognition using the Haar Cascade Classifier follows a 

structured process, which begins with dataset collection and proceeds through various stages to achieve 

optimal facial detection and recognition [4],[3], [20]. The process involves the following key steps : 

1. Dataset Collection: The first step involves gathering a dataset that includes both positive images 

(faces) and negative images (non-faces). This data forms the foundation for the training of the face 

recognition model. 

2. Haar-like Feature Extraction: After collecting the dataset, the Haar-like features of the images are 

extracted. These features are crucial for identifying the distinctive patterns in the facial images that 

the model will use for detection. 

3. Training with Adaboost: The extracted features are then used to train a classifier using the Adaboost 

algorithm. Adaboost enhances detection accuracy by combining weak classifiers (decision stumps) 

into a strong classifier. At each iteration, Adaboost adjusts the weights of misclassified samples, 

refining the model to reduce errors. 

4. Cascade Classifier Construction: Once the classifiers are trained, they are assembled into a cascade 

classifier. This structure allows for faster processing by sequentially applying classifiers at different 

stages, filtering out non-face regions early in the detection process. 

5. Stage-Wise Classifier Training: The classifiers are trained in stages, where each stage refines the 

previous one to improve detection accuracy and speed. This process ensures that the model can 

efficiently and accurately detect faces in the images. 

6. Testing and Evaluation: After the classifier is fully trained, it is tested and evaluated for accuracy. The 

system’s performance is measured in terms of its ability to correctly identify faces while avoiding 

false positives [9]. 

The following figure illustrates the overall process flow for developing the face recognition model 

using the Haar Cascade Classifier method. Each stage is crucial for building an accurate and efficient face 

detection system, from data collection to evaluation. The figure summarizes the steps involved in the 

model's development, providing a visual representation of the process explained above. 

 

Dataset Collection

Haar-like Feature 

Extraction

Training with 

Adaboost

Cascade Classifier 

Construction

Testing and 

Evaluation

Stage-Wise 

Classifier Training

 
 

Figure 3. The stages of Face Recognition Model Development  
 

3.4 Integration of Anti-Spoofing Technology 
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In addition to facial recognition, this system is fortified with anti-spoofing technology. This 

technology verifies the authenticity of the detected face to prevent manipulation or falsification of images 

within the system. The anti-spoofing algorithm checks the detected face's texture for authenticity[14]. The 

process involves extraction, analysis, verification, and determination of authenticity based on patterns 

matching the characteristic features of faces in the dataset. When tested using a facial photo from a mobile 

phone, the system won't recognize its authenticity. 
 

Integration of 

Anti-Spoofing 

Technology

1. Real User

2. Fake User

Model Classifier

Face 

Recognition

Verified

Unknow

1

2

 
Figure 4. The stages of integration of Anti-Spoofing 

 

3.5 Testing and Evaluation 

After the system development, testing was conducted using a separate dataset not utilized during 

the training process. Evaluation aimed to measure facial recognition accuracy, anti-spoofing security level, 

and overall system effectiveness. The test results indicated instances where the images tested were 

unrecognized by the classifier model, resulting in an "Unknown" status. This indicates that the system 

couldn't identify or verify those images as known or spoofed faces, suggesting a need for improvement in 

facial recognition or anti-spoofing within the system. 
 

3.6 Implementation and Results Analysis 

After testing, the system was implemented in the environment of STMIK IKMI Cirebon. The 

attendance data of educational staff was recorded and evaluated using the developed system. The results 

were analyzed to assess the system's reliability in accurately and efficiently recording attendance within 

this institution. 
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Figure 5. Implementation of dataset collection 
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Figure 6. Implementation of attendance in the system 

 

4. RESULT AND DISCUSSION 
 

4.1 Face Detection using the Haar Cascade Classifier Method 

Across 10 experimental trials, the face detection using the Haar Cascade Classifier method 

achieved an average accuracy of 90%. These outcomes demonstrate the reliability of this approach in 

identifying faces across diverse testing conditions and contexts. 
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Figure 7. The face detection accuracy test 

 

The system only recognizes a face if its confidence reaches 80% or higher. Anything less than 

that, the face will be labeled as "UNKNOWN". The identity verification process employs a classification 

model to identify faces in an image and evaluate the confidence level of predictions regarding the classified 

identities. 

Table 1. The accuracy of face recognition detection 
Detection Accuracy (%) 

Trial-1 88 

Trial-2 89 
Trial-3 89 

Trial-4 

Trial-5 
Trial-6 

Trial-7 

Trial-8 
Trial-9 

Trial-10 

90 

89 
91 

90 

91 
91 

92 

Average 90 

 

𝒙ˉ =
𝑥₁ + 𝑥₂+. . . +𝑥𝑛

𝑛
 

 

𝒙ˉ =
88 + 89 + 89 + 90 + 89 + 91 + 90 + 91 + 91 + 92

10
= 90 

 

The evaluation using the Haar Cascade Classifier method found that face detection is effective, 

with an average accuracy of 90%. This indicates a strong capability to identify individual faces within the 

test dataset. Accuracy is calculated as the percentage of correctly detected faces compared to the total 

number of faces in the dataset, showcasing the method's effectiveness in face recognition-based attendance 

systems. 
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Figure 8. The graph of face detection accuracy 

 

4.2 Identity Verification and Verification Time 

During this stage, the system must ensure that the recognized face corresponds to the correct 

identity. In this research, the accuracy rate of identity verification reached approximately 90%, indicating 

the system's proficiency in verifying identities. Furthermore, the verification time required is relatively 

fast, only around 7 to 11 milliseconds or averaging at 9.56 per verification. 

 
Figure 9. Identity verification and detection speed 

 

There is a process for measuring the duration of identity verification using a classification 

method. By recording time before and after face verification, the overall duration of verification is 

calculated in milliseconds. Verification time data is stored in a list for further analysis. 

Table 2. Face recognition verification time 
Detection Accuracy (%) Time (ms) 

Trial-1 88 10 

Trial-2 89 8,50 

Trial-3 89 8,70 
Trial-4 

Trial-5 

Trial-6 
Trial-7 

Trial-8 

Trial-9 
Trial-10 

90 

89 

91 
90 

91 

91 
92 

8,90 

8,60 

10 
10,50 

10,60 

10,80 
11 

Average 90 9,56 

 

𝒙ˉ =
𝑥₁ + 𝑥₂+. . . +𝑥𝑛

𝑛
 

 

https://doi.org/10.30998/faktorexacta.v17i3.21166


Faktor Exacta  DOI: 10.30998/faktorexacta.v17i3.21166         

 

Smart Attendance With Face Anti-Spoofing Technology Using.... (Ujang Supriatna) 

269 

𝒙ˉ =
8 + 8,50 + 8,70 + 8,90 + 8,60 + 10 + 10,50 + 10,60 + 10,80 + 11

10
= 9,56 

The reasonably high accuracy rate of approximately 90%, coupled with a relatively fast verification time 

of around 9.56 milliseconds per verification, constitutes a positive achievement in developing a face 

recognition-based attendance system. 

 
Figure 10. The graph of the relationship between accuracy and verification time 

 

4.3 Utilization of Haar Cascade Classifier Method in Attendance Management System 

The high accuracy rate and near 0% False Positive Rate (FPR) and False Negative Rate (FNR) indicate 

the system's success in ensuring accurate attendance. It should be noted that the FPR and FNR rates can 

reach 0% if the system is only used by individuals already in the training data. 

Table 3. Evaluation of the Experiment Results 
Detection Accuracy (%) Time (ms) Identification Results FPR FNR 

Trial-1 88 10 True 0 0 

Trial-2 89 8,50 True 0 0 
Trial-3 89 8,70 True 0 0 

Trial-4 

Trial-5 
Trial-6 

Trial-7 

Trial-8 
Trial-9 

Trial-10 

90 

89 
91 

90 

91 
91 

92 

8,90 

8,60 
10 

10,50 

10,60 
10,80 

11 

True 

True 
True 

True 

True 
True 

True 

0 

0 
0 

0 

0 
0 

0 

0 

0 
0 

0 

0 
0 

0 

Average 90 9,56 100 0 0 

 

𝐹𝑃𝑅 =  
𝐹𝑎𝑙𝑠𝑒 𝐹𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠

𝐹𝑎𝑙𝑠𝑒 𝐹𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠
  

𝐹𝑃𝑅 =  
0

0 + 10
= 0 

 

𝐹𝑁𝑅 =  
𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠 + 𝑇𝑟𝑢𝑒 𝐹𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠
  

𝐹𝑃𝑅 =  
0

0 + 10
= 0 

Based on the evaluation results, using the Haar Cascade Classifier Method in attendance 

management has yielded highly positive outcomes. This system achieves a detection accuracy of around 

90% with rapid detection times. The near 0% false positive (FPR) and false negative (FNR) rates indicate 

the system's high accuracy in avoiding false positive and false harmful identification errors. 
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Figure 11. Graph of Accuracy, FPR, and FNR Evaluation 

 

 

4.4 Contribution to Attendance Management in an Educational Context 

Implementing a confidence level above 80% has been a pivotal strategy to enhance attendance 

accuracy. With this confidence level, the system has achieved an outstandingly high accuracy rate of 

98.90%. This outcome indicates an exact attendance recording based on facial identification. Furthermore, 

the low error rate of approximately 1.10% demonstrates the system's reliability in identifying individual 

attendance. 

Table 4. The results of the Smart Attendance verification. 
Detection Accuracy (%) 

Trial-1 93 
Trial-2 96 

Trial-3 100 

Trial-4 
Trial-5 

Trial-6 

Trial-7 
Trial-8 

Trial-9 

Trial-10 

100 
100 

100 

100 
100 

100 

100 
Average 98,90 

 

𝒙ˉ =
𝑥₁ + 𝑥₂+. . . +𝑥𝑛

𝑛
 

 

𝒙ˉ =
93 + 96 + 100 + 100 + 100 + 100 + 100 + 100 + 100 + 100

10
= 98,90 

 

Table 5. The Accuracy Rate of Face Recognition Attendance Technology 
Attendance Accuracy Rate Recording Error Rate 

 

98,90% 1.10% 
 

 

 

With an accuracy rate of 98.90%, facial recognition technology ensures the reliability and 

precision of attendance recording. A confidence level above 80% indicates a meticulous facial 

identification process that effectively overcomes various challenges, instilling confidence in the integrity 

of attendance data. 
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Figure 12. The Accuracy Rate of Face Recognition-Based Attendance Technology 

 

Equipped with anti-spoofing technology, the facial recognition system can distinguish genuine 

faces from images that are not direct captures. The system registers the user's presence when an actual face 

is detected. However, the system identifies the user as “unknown” if facial recognition utilizes images 

from devices like smartphones. 

 
Figure 13. Face recognition using original images 

 

 

 
Figure 14. Face recognition using photos on a mobile phone 
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Figure 15. Facial recognition in multiple-image scenarios 

 

When recognition is successful, attendance information will be stored in the database as 

attendance data. The stored data can be retrieved, displaying comprehensive details such as the identity of 

educational staff and the time of attendance. 

 
Figure 16. Smart daily attendance recording 

 

 
Figure 17. List of educational staff attendance data 
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Figure 18. Details of educational staff attendance based on ID 

 

5. DISCUSSION 

The innovative attendance system developed in this research incorporates several key innovations that 

distinguish it from previous studies. By integrating anti-spoofing technology with the Haar Cascade Classifier, 

this system addresses a critical challenge in face recognition—preventing fraudulent attempts using static 

images or videos. This feature enhances the system's security and reliability, especially in environments where 

attendance data is sensitive, such as educational institutions. 

Moreover, combining the Haar Cascade Classifier with the Adaboost algorithm resulted in an average 

accuracy rate of 98.90%, with a confidence threshold of 80%. This significantly improved over previous 

methods that struggled with lighting conditions and facial accessories. This research demonstrates that the 

system is robust across varying environments, making it suitable for real-world applications in educational 

staff attendance management, a niche not commonly addressed by previous studies that primarily focused on 

student attendance. 

Another notable aspect is the system’s potential scalability. Future developments could integrate IoT 

technology and CCTV cameras, enabling seamless monitoring across multiple rooms or campuses. This 

versatility makes the system well-suited for larger institutions requiring efficient and automated attendance 

management. 

 

6. CONCLUSION 

This research has successfully developed an intelligent attendance system using face recognition and 

anti-spoofing technology, achieving an average accuracy of 98.90%. The system effectively addresses critical 

challenges such as ensuring accuracy, enhancing security, and improving efficiency in tracking educational 

staff attendance. Integrating the Haar Cascade Classifier with the Adaboost algorithm contributes to the 

system's high accuracy and reliability. 

The primary contribution of this research is integrating anti-spoofing technology, which ensures the 

system’s suitability for sensitive environments. Additionally, the system’s scalability potential—through 

incorporating IoT and CCTV technologies—opens opportunities for deployment in more extensive and more 

complex settings. Future work could explore these developments further, allowing for attendance monitoring 

across broader institutional environments. 

. 
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